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What isLimiting
Al/ML Success in Networking

——



What is BlockincAl Success in Networking?

A Data Complexitythe complexity (and heterogeneity) of the data related to Interike
networks is one of the most significant bottlenecks to AI4ANETS

A The Internet, and in general largeale networks, are eomplex tangleof networks,
technologies, applications, services, devices andusets

A Al has so far shown very successful resgienerally indata from more predictableand
easy to understand sourcg®atural sources)



What is BlockincAl Success in Networking?

A Diversity of Network Databesides complexity, network data often exhibits much
more diversity than one would intuitively expect

Global Transit / "Hyper Giants"

National Large Content, Consumer, Hosting CDN
Backbones \
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Global Internet
Core
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What is BlockindAl Success in Networking?

A Data Dynamicsnetworking data is nostationary, generally comes in the form of
data streams, and is full of constant concept drifts
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What is BlockindAl Success in Networking?

A Lack of Ground Truthin the wild networking data is usually ndabeled

A Lack of Standardized and Representative Datase@tasets are generally biased,
difficult to find appropriate public datasets to assess AIANETS
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A There isno IMAGENE®r the like in Networking

A Network data labeling and everdata interpretation, istoo complexfor humans,
even fordomain experts(e.g., malware vs benign traffic instead of cat vs dog)

A Easier for naturally generated data: images, text, audio



What is BlockindAl Success in Networking?

A Lack of Interpretability this is a general problem of ML models (e.g., DL provides
beautifulblacko 2 ESa 0 Xo0dzi (0KS A&aadzS Aa SgSy

A Toimprove trust, the enduser fumang has totrust model predictions for
example, byunderstanding which inputs lead to a specific outpuidut generally
difficult to interpret networking features

00 OB

Training Learning Explainable
Data Process Model

A Thelack of interpretability and trust stops Al deployments
A Network securityc AI4SEC
A Dynamic Traffic EngineerimgAI4NETTE
A Dynamic network instantiation (NFV) and ¢oenfiguration (SDN) AI4SELFNET



What is BlockincAl Success in Networking?

A Al for cybersecuritys adouble-edged sword a security solution or weapon
used by attackergsneeds much more research)

A Learning occurs in an Adversarial Settirsgrvices obfuscate and modify their
functioning to bypass monitoring and avoid traffic engineering policies

WHAT YOU SEE 1S

NOT

WHAT YOU GET

Malware Obfusca+ion

Trans%rme;d
. Machine Code
N}?;::" (sppears as data)

_"csruscm’ ? ‘
! al g Push EBP - <Unpack Code>
MOV EBP, ESP Encrypt/ * ~Seennm
Nl SUB ESP, 8 Compress/ ) [y | GZeexa
> g CALL 00401170 Transform N ergsans
ing Vool ,
Program A Program A
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A It becomes evemore trickier to learn when theadversaryconstantly tries to
fool the learner

A Not only malign actorsbut standardservicesSkype, QUIC, etc.



What is BlockindAl Success in Networking?

A Robust Learningiack of formal guaranteesormal method9, especially in safety

critical contexts (cybersecurity)
Complex
‘ﬂ.ln
o

A Data and Modebias;

data is biased partial or
misrepresentation of real syste

models are biasedassumptions or
hypotheses of behavior, mathematigal
properties, lack of transparency

A The AI/ML modeliser is biasedor unaware of the limitations of Al/ML: model
evaluation/testing, modelcertification, correlation vs causality



What is BlockindAl Success in Networking?

A Lack of Learning Generalizatioas a consequence of previous issuesecomes

extremely difficult in the networking practice to learn models which can

generalize to operational environments

Human-Driven
Automation

® —

» Standard-based
network interfaces
and data models

* Automate network
provisioning and
management

 Simplify network
operations

),

The Self-Driving Network

Event-driven
Automation

P —
. 1

» Telemetry for

Actionable
Information

* Integration with Full

IT infrastructure
(Orchestration, etc.)

* Rule-based Actions

driven by events

Machine-Driven

Automation

i1

» Use sophisticated

algorithms (statistics)

* Pre-programed

machines makes
decisions and drives
network change

» Humans make

decisions where (-
machines cannot

Autonomy
) 3
* Integrated machine-

learning algorithms
into the system

* Adaptive machine
decisions drive
network change

‘ Human supervision,
no active intervention
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Organization of the Talk
Dealing with Some of these Challenges

A Deep Learning for Malware Detectigmivoid Feature Engineering

A Generative Models for Anomaly Detectiqii\void Traffic Modeling

A Explainable Artificial Intelligence (XAlnterpret Model Decisions

A Super Learning for Network Securityvoid Model Decision

A Adaptive/Stream Learning fotetSea; Deal with Concept Drifts
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Organization of the Talk
Dealing with Some of these Challenges

A Deep Learning for Malware DetectionAvoid Feature Engineering

A Generative Models for Anomaly Detectiqii\void Traffic Modeling

A Explainable Artificial Intelligence (XAlnterpret Model Decisions

A Super Learning for Network Securityvoid Model Decision

A Adaptive/Stream Learning fotetSea; Deal with Concept Drifts



Artificial Intelligence¢ As Smart as a Donut!

A Machine Learnings stillvery unintelligentg the big revolutionis on
big data processin@nddata availabilityaccessibility

A Current ML benefitare fundamentally due to machines abilitywondly:
A compute lots of math operations per second
A handle large amounts of data
A deal with data in higldimensional spaces

A Alotof datarequiredd 2 af S NI & & keMtiagiisS € 23 A OI

A Shallow Learningless data buhuman expert knowledge requirgdo
properly guide thdeature engineeringorocess

A Deep Learningautomated feature engineerindrepresentation learning)
but needs much more data

RawPower
we exploredeeplearningfor blind malware detection in network traffi




Shallow Learning vs Deep Learning
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01101100
01101111

Shallow Machine Learning

h ] . <

01110110
01100101

\Input data stream

Domain expert Classificati
lassification
handcrafted features
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» Output

01101100
01101111

Deep Learning

24@48x48

8@128x128

01110110
01100101

Qﬂput data stream

Feature representation + classification

~

» Output
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Basic Concepts dRawPower

A Theinput to the Deep Learninghodel isSRAWC only byte-streams

A No need to defingailored, domairknowledgebasedinput features

Network Traffic
Capturing
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9 malware
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A Different architectures t@nalyze both packebasedandflow-based byte

aggregations

A Models forbinary malware detectionc fully supervisedbased training



Raw Input Representations
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A Input representation of the dataas well ametwork architecture are both
key elementsto consider wherbuilding a DL model

A We taketwo types of raw input representationspacketsandflows. Decimal
normalized representation of every byte of every packet is a different input

A Flow representation:matrix-like input, firstm packets x firsh bytes

(a) Packet representation for the input data. The shape of the
input data is (IV,n): N is the # of instances —packets— and n the
number of steps —bytes—.



Raw Input Representations

A Input representation of the dataas well ametwork architecture are both
key elementsto consider wherbuilding a DL model

A We taketwo types of raw input representationspacketsandflows. Decimal
normalized representation of every byte of every packet is a different input

A Flow representation:matrix-like input, firstm packets x firsh bytes

b bQ,m‘ bB,m ‘ b4,m |

| by, |

1.m ‘

4.m—4 ‘

b | b

1,m-1

2,m-2 3.m-3

(b) Flow representation for the input data. A tensor of size
(N, m,n) where N represents the number of instances —flows—,
m the number of channels —packets— and n the number of steps

—bytes—.



Deep Learning
Architectural Principles - RS

Thecore layersused for both models are basically twamnvolutional and recurrent

A Convolutional to build the feature representation of thepatial data inside the packets and
flows

A Recurrent layersre used together with the convolutional ones to allow the model keeping
track oftemporal information

A Fully-connected layergo deal with the different feature combinations

Tricks for training convergence:

A Batch Normalizationlayer inputs are normalized for each mb@tchA higher learning rates
can be used, model less sensitive to initialization, adds regularization

A Dropout: randomly drop units (along with their connections) from the neural network during

training A model averaging i
/
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DL Architectures Packets

A Raw Packets Architecture:

A\ nis set to firstLl024 bytes

two 1D-CNN layers of 32 and 64 filters (size 5) respectively
MP - max pooling layer (size 8)

LSTM layer with 200 neurons

two fully-connected layers of 200 neurons each

binary crossentropy as loss function

v > >y D> D> D> P

spatial and normal batch normalization layers after eachCNIN and FC layers to ease
training
A dropout layers to add regularization to the model Pl FCo

200 units 200 units

Flatten

Byte vectorized Activation maps C1 Activation maps C2 Activation maps MP Activation maps
packet of size 1024 LSTM

— e - i - & - ] -

LSTM: 200
units — return

C1: 1D-CNN layer C2: 1D-CNN laver MP: Max-Pooling
32 filters, size 5 64 filters, size 5 1x8

Jull sequence




DL Architecturesx Flows

A Raw Flows Architecturewe go for a simpler model, witless features

A

v v v D D

nis set to firstl00 bytes andm to first 2 packets

one 1DCNN layers of 32 filter (size 5)

two fully-connected layers of 50 and 100 neurons each
binary crossentropy as loss function

spatial and normal batch normalization layers

dropout layers to add regularization to the model

FCI: FC2:

Flatten 50 units 100 units

Byte vectorized flow
of size 100X 1X2

i — = —

C1: 1D-CNN layer

32 filters. size 5

Activation maps C1

Output




Evaluations

m ¥ Tensor E‘%

A All evaluations run on top @igDAMA cluster(distributed CPU)

A Kerasframework runningon top of TensorFlow

A Dataset malware and normal traffic captures fjcap performed by the
Stratosphere IPS Project of the CTU University of Prague

A 250.000 raw packeinstances70.000 raw flowinstances
A 80%of the samples fotraining, 10%for validation and 10%for testing

A Compareperformance tohighly expressive Random Forest
A same raw inputs
A 100 trees x
A max depth and instances per leaf set for high expression ] T -
/\

. X N

A selected based on great outperformance in state of the art m m m

\é/‘/
{
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True Positive Rate (%)

RawPowerc Packet Representation

A Malware consists of0 different malware typescollected at controlled
environment

100 A

80 A

60 -

40 A

20 A

- Raw Packets (AUC = 0.84)
RF (AUC = 0.74)

0 20

40 60 80 100
False Positive Rate (%)

A ROC curver both RawPoweand RF

A Both models using the samaw
packet inputs

A Performance is not good at the
packetlevel

A Little gain w.r.t. a simple RF model



RawPowerg Flow Representation vs Shallow ML

A Training and validatiorevolution overl0 epochs
A Much better performanceat the flow level (malware fingerprints)
A RawPowecandetect almost 98% of the malwar#lows with a FPR < 0.5%

A Shallow models not able to capture the underlying relations
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0' 5 10 15 20 25
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Epach RawPower vs. shallow models.



RawPowerc Flow Representation vs Expert Features

A Comparisoragainsttraditional RFbased model which uses highly
engineerednput features extracted fromdomain knowledge

; : 100 — —_—
A Both models provideomparable | ~~=------""""""""" _
results 80|
70|
; < 60f
A Thekey advantage oRawPower 7 5|
IS to rely directly on the usage of® 49
bytestreamraw data as input 30
20 — RawPower
10 = =RF + Domain Expert Features|

o 1 2 3 4 5 6 7 8 9 10
FPR (%)

RawPower vs. knowledge-based inputs.

A Input representation learningno 0
the need for feature engineering




COMPUTERE. = &

=
seclikuh 'RguffP[RATIG e

Organization of the Talk
Dealing with Some of these Challenges

A Deep Learning for Malware Detectigmivoid Feature Engineering

A Generative Models for Anomaly DetectionAvoid Traffic Modeling

A Explainable Artificial Intelligence (XAlnterpret Model Decisions

A Super Learning for Network Securityvoid Model Decision

A Adaptive/Stream Learning fotetSea; Deal with Concept Drifts



AnomalyDetectionin Multivariate Time-Series
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Anomalies in an univariate time series
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Different univariate time series of the
same system

A Anomaly Detection (ADis, by definition, aminsupervised proceqgletect what is

different from the majorityc the baseling

A Baseline constructiori.e., system modeling) omplexanderror prone
especially when dealing witinulti-dimensionalsystem characterization

A Solution: delegate the baseline constructiongenerative models



Generative Models

A Given training datagenerate new samplefrom same distribution

4 =¥

Training data ~ p__. _(X) Generated samples ~p_ . (X)

A Theproblem of generative modelss aboutlearningp,,.4.(X) similar to
pdata(X)

A Generative model learning is abaténsity estimation:
A Explicit density estimationexplicitly define and solve far,_4.(X)

A lmplicit density estimationlearn model that can sample frop},,4.(X)
w/o explicitly defining it



SR>
. . =50
Generative Adversarial Networks (GANs)  SRghp

QQHEQQ

A Implicit density estimation througbametheoretic approach

A Learn to generate samples from training distribution throdghlayers (minimax)
game

A Problem:want to sample from potentially complex, higlimensional training
distribution. No direct way to do this!

A Solution:sample from a simple distribution, exg@ndom noise Learn
transformation to training distribution,ising a neural network

A Generatornetwork: tries to
fool the discriminator by
generating realooking

Discriminator Instances from random noise

Real - ) .. ;
‘.E { * A Discriminatornetwork: tries

Fake to distinguish between real
and fake instances

Training set

Random

noise / '
T o

Fake image

Generator




VALVUE

GenerativeModelsfor MV-TSAnomalyDetection t p/

Real Data

TIME
Real
0
/\/ -
Generated Discriminator
Data
Generated

Noise = | Generator —

Reconstructions
Code

/"""\.—-o" Data
. 4
p(X) B(X)
Decoder

Twodifferent generativemodelsfor AD in multivariate time series

[_i

m [

INAS

Multivariate
Model

4\§>
-

A Net-GAN Recurrent Neural Networks (LSTM) trained through GANS

A Net-VAE VariationalAuto-EncodergVAE usingfeed-forward NNs
A VAEsmproveAuto-Encodersy regularizingthe latent-spaceA enablinggenerativeprocess

A Input samples matrix withn (number of variables) X (length of sequence)



Network Anomaly Detection with NetGAN

A Net-GANdetectioncan be donéoth throughthe generator(G)and
the discriminator (D)

Training 8888 620t
phase [JERERRIE IS

|
I e
I
= |
D T - it 7 \
T T TTT I
|
I
7 N : ——O-
real generated : residual 4 generated
p WL /\/\/. . e /\/\/
I
I
JRS B S O O SR O N O BN S £ 4484 \_
Training I &l Testing \ =
Dataset = G 3 P Dataset = G~ 3
latent E T T T latent
N NN NS space E real- mvenmg search mmm /| _/\_S\ S\ S\ space

Gaussiamoise

11125 ‘



Examples on Real (Mobile) ISP Network Data

[Net—GANappIicationphas%

oo Generator Discriminator
— |
R W \\‘
) $ﬂ m‘»a‘ i U‘ M /.

J ’ }"‘i“ﬁi J‘”‘k JMMA N X,MNW

Generated

e —

-
4

— e ——————————

A Net-GANADgenerator (G)A residualloss
A Net-GANADdiscriminator(D)A discriminationloss



Network Anomaly Detection with NeVVAE Qw73
, | S=ESESS
A Net-VAEarchitecture; ol TTNO
A standard encoder and decoder functions
A encoder/decoder using-layer FF networks
A detection onresidual loss )
o
. A A oimensionaity .
I ______________ _[ Reconstruction J_ __________ {_nj_r_}__ . _ | f | | | ! :
. ‘/\/\/‘ J\/\/ _/\/\-/‘ nxT \ Decoder /
t
S Decoder prmees | a 4
N Iatentzspace m Encoder
R Encoder Fo-mmm *
‘\/\./\[‘ ‘:If\/? ?j\,/\ nxT [ Aignment ]
--------------- \ ignment = ------------————-

Net-VAE architecture.



Anomaly Detection with NetGAN and NelVVAE

100

TPR (%)

100
a0

TPR (%)

100
a0

TPR (%)

60|
401
20

0 10

SWaT(CPS measurement)

|—Net-GAN Discriminator] |

50 &0 70 80 90 100

FPR (%)

(a) Detection performance with Net-GAN-D.,

|[—Net-GAN Generator] |

20

30

40

50 &0 70 80 90 100

FPR (%)

(b) Detection performance with Net-GAN-G.

60
40 F

20F

0 10

Net-VAE| |

20

30

40

50 60 70 80 90 100

FPR (%)

(c) Detection performance with Net-VAE.

TPR (%)

TPR (%)

CICIDS2017 (SYWNET measurements)
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G0
50
40
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20
10

- |—EIOT detection ROC

0
0

100

'H] 2[3 3[3 40 SCI ECI Tﬂ Bﬂ BD 100
FPR (%)
(a) Botnet

90

80

70

60

40

20

|[—PartSean detection ROC| 7

0

10 20 30 40 30 60 70O &0 90 100
FPR (%)
(c) Port Scan
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a0
aan
700
60
50
40

TPR (%)

30
20
10

100

a0r
aor

70
60
50
40
30
20
10

TPR (%)

0
0

0
0

N |—Inﬁhral.|c|n detection ROC
’

'H] 2ﬂ 3[3 4D SCI Eﬂ Tﬂ BD BD 100
FPR (%)
(b} Infiltration

- |_DDD.J detection ROC

1D ZD 3D 4D SD ED TD ED BD 100
FPR (%)
(d) DDoS
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Organization of the Talk
Dealing with Some of these Challenges

A Deep Learning for Malware Detectigmivoid Feature Engineering

A Generative Models for Anomaly Detectiqii\void Traffic Modeling

A Explainable Artificial Intelligence (XAd)Interpret Model Decisions

A Super Learning for Network Securityvoid Model Decision

A Adaptive/Stream Learning fotetSea; Deal with Concept Drifts



EXplainableAl (XAl Why Should | Trust You’"l@Og e
{ ﬁg\{:}#@

5(3%2

A ML modelsA mostly areblack boxegexceptions: linear models,
decision trees, etcq e.g.: some popular ML models have 10s of
millions of parameters!

A Models are evaluated offne before deployment on available test
datasetsg data @runtime might changéconcept drift)

A Humanswanttalzy RSNER Ol YR Y2RSt Qa 0SKLE
(applicability in the practice)
AGCNXMzZGAY3 Yy AYRAOGARIzZ £ Y2RSt Qa LINB
A trusting a model (inspect a set of representative individual predictions)

A Explainable Alapproaches capable to explain models and individua
predictions, by tracking back to the inputs leading to a certain outpu



Why XAI?

A Ideally, ML modelsshould beself-explanatory:improve enduser understanding
andtrust, by offering simplexplanationsoftheé g Ké a¢ 2F OSNI I A

A Only few models are seléxplanatory:

AN

Decision Tree

a

Linear Regression

Logistic Regressior /‘\/‘\ Q‘

selfcexplanatory

Random Forest

Deep Net

< - )lr *‘;

v

model complexity



A Simple XAl Example

A Application ExampleAlsupported disease diagnosis

»

/ sneeze | FU Explainer sneeze | '
- weight (LIME)
\ headache headache Il
no fatigue no fatigue
age e
Model Data and Prediction Explanation Human makes decision

A ExplainerLIME- LocallnterpretableModel-agnosticExplanations

A LIME approachbuilds arinterpretable modelthat islocally faithful
to the classifier under analysis

A Other approachesSHARLRP (NNs), PDP, etc.



LIME In a Nutshelt Sampling for Local Exploration

A Letf be an unknown complex decision functidn(e/ background)

local model g complex model f

/ /] A Thebold red-cross (x)s the instance

we want to explain

weighted by somaimilarity measure
+H o + D,A D(z) is higher for instances
y | closer to x

+
+' @ A LIME samples instancearoundx,
++ @
.

I
J . A Using modef, gets the

I . -
) corresponding predictionfz)
A gisinterpretable locally faithful

to f (captured byD,), andmodel A Finally, it useg andf(z)to build an
agnostic(usesf(z) as labels) iInterpretable model g(e.g linear)

; _ _ aroundx
A robust to sampling nois¢hanks
to D,



LIME Examples () Model Comparison/Selection
A Task: worebasedemail classificationChristianityor Atheism

A 2 models Algorithm 1vsAlgorithm 2), which one is better?

Algorithm 1 Algorithm 2
Words that Al considers important: Predicted: Words that A2 considers important: Predicted:
GOD . Atheism Posting ‘ Atheism
mean Prediction correct: Host Prediction correct:
anyone J Re J
this by
Koresh in
through Nntp
Document Document
From: pauld@verdix.com (Paul Durbin) From: pauld@verdix.com (Paul Durbin)
Subject: Re: DAVID CORESH IS! GOD! Subject: Re: DAVID CORESH IS! GOD!
Nntp-Posting-Host: sarge hg.verdix.com Nntp-Posting-Host: sarge.hq.verdix.com
Organization: Verdix Corp Organization: Verdix Corp
Lines: 8 Lines: 8

A Algorithm 2is better thanAlgorithm 1in terms off OO dzNI Oé Ay @I f A
A X o dziorithm 2YF {1 S& LINBRA OU A 2y aAlger2hNILik Bedbeh ( NJI-

A Performance metrics should be carefully considered



LIME Examples () Model Performance Evaluation

A Taskimage classification dza A y 3 Brairedihc&pfois CNNNIS
architecture

(a) Original Image (b) Explaining Electric guitar (c) Explaining Acoustic guitar  (d) Explaining Labrador

A Figs. 6,c,d report superpixel explanations provided by LIME

A Top 3 classe€lectric Guitap = 0.32) Acoustic Guitap = 0.24), and
Labrador(p=0.21)

A The image is wrongly classified, lexplanations provide trusin the
model, as they are reasonable



LIME Examples (llf)Discover Biased Data

A Task: train a classifier to distinguish between Wolves and Huskies
A Biased data (e.gundesirable strong correlationsA wrong classifier

A Hard to identifyby looking at the raw data and predictions

A Bias@trainingall pictures of
Wolves hadsnow in background

A Theclassifier performs well
according tocrossvalidationin
this biased dataset...

(a) Husky classified as wolf (b) Explanation

A X 6 dziplanationsof individual predictions show thdlhe model learnt a
biased pattern if snowA wolf, elseA Husky
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Organization of the Talk
Dealing with Some of these Challenges

A Deep Learning for Malware Detectigmivoid Feature Engineering

A Generative Models for Anomaly Detectiqii\void Traffic Modeling

A Explainable Artificial Intelligence (XAlnterpret Model Decisions

A Super Learning for Network SecurityAvoid Model Decision

A Adaptive/Stream Learning fotetSea; Deal with Concept Drifts



Ensemble Learning for Network Security

A Which is thebest modelor category of models for specific learning
task?

A Deep Learning? Not obvious in the context of Network traffic
Monitoring and Analysis (NMA)

A h dzNJ Oruitiplereyes principlé A ensemble learningnodels

A We explore the application @nsemble learning model® multiple
ba! LINRG6f SYaX

AXF2tt26Ay 3 | LI NI AOdzZ | NBuper LINR Y
Learner



Ensemble Learning for Network Security

ensemble learning
combinemultiple (base)
learning models to obtain
better performance.

A If a set of base learners do not capture the true prediction function (the oracle),
ensemblescan give @jood approximationto that oracle function

A Ensembles perform bettethan the individuabase algorithms

A Multiple approachesto ensemble learning, includirgagging(decrease variance),
boosting(decrease bias), amngtacking(improve predictive performance)



Super Learner

)

Knowledge

0
o 2 o
0

oo ©

0 (0]

Experience

C‘QTO

Ovorﬂt.tipg

3. Predict the outcomes in the

validation block based on the

corresponding training block
candidate learner

z

each candidate leamner (step 0)

eeeeeeeeeeee

A General ensemble learningpproaches might bprone to ovekritting.

minimizes overfitting likelihood using avariant of crossvalidation.

A Super Learnet = | Y R S Ndtafklndens€mble Barningneta-model that

A Finds theoptimal combination of a collection of prediction algorithm4&
performs asymptotically as weflor better, than any of théase learners



Super Learnec How Does it Work?

1. Split data 2. Train each 3. Predict the outcomes in the

into V blocks candidate learner validation block based on the

%7 corresponding training block
candidate learner

2 €

. (4) (2) ) 3. Predict the outcomes in the
> > m Josa] | AF 4, Model selection and valdalon lock base on e
' 7 p— fitting for the regression candidale leamer
v of the observed
m O/SAL - ] AP Al outcome onto the v

(1) gl 1 1 1 predicted outcomes
Data % 2 | 2 2 || 2 from the candidate [ —
_ : _ : learners
: m |[orsa] | RF : : HaN
\ )

E(Y|Z)=m(zp)

(5)

a4 v v v

each candidate leamner (step 0)

Y
m_[osa] ... [ RF — 5. Evaluate super learner o e teaner
by combining predictions from
each candidate learner (step 0)
0. Train each
candidate learner on
entire dataset Y
Im | D/SIA | . | RF H #| Super Leamner

A 2-steps approach (training and validation of Super Learner):

15t A given a(1)dataset Xk,l) with labels Y(k)2), and a set of3) n base
learners(e.g., DTs, ANNs, SVM, etc.), bui{d)aew dataset {ZK,n),
Y(k)} (by cross validatiortp (5)train the Super Learner model m(2,



Super Learnec How Does it Work?

1. Split data 2. Train each 3. Predict the outcomes in the
into V blocks candidate learner validation block based on the
%7 corresponding training block

candidate learner
2 (3) (2)
. 3. Predict the outcomes in the

Hl Im | DIS/IA | . | RF |_ (4) 4. Model selection and validation block based on the

e . corresponding training block
- 7 obs fitting for the regression candidate learmer
Im joisinf ... | RF LY oufcome onto the >
(1) 1 1 1 1 predicted outcomes B R outcome onlo the
Data % 2 | 2 2 2 from the candidate 7| X {— ! precicted auicomes

from the candidate
- - - learners E leamners
———-»| | D/S/IA . RF . . . . - .
| m | | I _ - \ ey |y —~ E(Y|Z) =m(z5)

E(Y|Z)=m(zp)

(5)

Y

4. Model selection and
fitting for the regression
of the observed

A\

o
NEEl

\d

5. Evaluate super learner
by combining predictions from

1 each candidate learner (step 0)
with m(z;B) (steps 1-4)
2
- Y
> > m Jomm] . | AF — 5. Evaluate super learner R
- by combining predictions from
% each candidate learner (step 0)
) with m(z;B) (steps 1-4
0. Train each (=) (steps 1-4)
candidate learner on
entire dataset Y
k | Im |DJ’S!A| . | RF H #| Super Leamner

A 2-steps approach (training and validation of Super Learner):

2nd A train each of then base learnersising training/validation split of
{X,Y}andcompute predictiongon top of validation set}singmeta-
model m(z,) (trained in step 1)



GML Learning for NMA E‘%
ALLA

A TheSuper Learner metanodel could bewhatever algorithm

A Theoriginalworkw = ' Y RS NJ [ Isilmpfe®inimém sdzi@rd Bneak
regression modehs the exampl&uper Learner

A Problem how todefine weightsto perform properly inevery datase®

A GML Learningcomputesveightswith anexponential probability of
successreducingthe influenceof poor base learning models

J
base learners
o) = Luly

J=1

e base learner accuracy
J | .
D im1 6(5‘)5“\A control variable:reduces weight

for low accuracy predictors

'wj —



Models Benchmarking E:Aﬁﬂ

We compare several models for NMA:

A We take5 standard base learning modelinearSVM, CARK-NN, ANN
(MLP)andNaive Bayes

We build 4 different Super Learners:
1. Logistic regressiofbinary output 0/1)
2. Weighted Majority Voting (MV):
A MVuniform: same weight to each base learner
A MVaccuracyweights are computed using base learner accuracy
3. Decision Tree metdearner (CART)

A Boosting(ensemble learning)AdaBoosttree
A Baggingensemble learningBagging treeand Random Forest

A GML Learning



Multiple NMA Problems E‘%
ALLA

Five network measurement problems for model benchmarking:

1. NS¢ detection of network attacksn WIDE/MAWI traffic(transpacific links)

2. ADc detection of smartphoneapps anomaliesn cellular networks (data
captured at core cellular network)

3. QoEPc¢ QoEpredictionin cellular networks (data captured at smartphones)

4. QoEM ¢ QoEmodeling for video streamingsmartphones public datasets)

5. PP Internet-pathsdynamics tracking prediction of path changegM-Lab
traceroutemeasurements)



(some) Evaluation Datasets E‘%

A We focus on two NMA problems:
A Detection ofNetwork Attacksin WIDE/MAWInetwork traffic
A Detection ofApp-related Anomaliesn anOperational Cellular Network

A WIDE Network traffic using MAWI labels
A traffic traces captured daily on backbone link between Japan and the US.

AMAWI labels uses a combination of four traditional anomaly detectors to
label the collected traffic by majority voting.

A5 attack classe®DoSflashcrowd netscangTCP/UDP), flooding.

A The dataset spansfall week of traffic traces collected in late 2015
traces are split itonsecutive time slots of 1 second

A 245 featuresdescribe the traffic in each of these slots.

A These include throughput, packet siz&Raddresses and ports, transport
protocols flags(empirical distributions, sampled atultiple percentiles),
andmore



(some) Evaluation Datasets E‘%

A We focus on two NMA problems:
A Detection ofNetwork Attacksin WIDE/MAWInetwork traffic
A Detection ofApp-related Anomaliesn anOperational Cellular Network

A Synthetically generated dataset for AD in cellular networks

A derived from real cellular ISP measuremerftsaffic measurements
collected during énonths in 2014)

A Anomaly Templatesderived from real appelated anomalies observed in
the cellular trafficA in this paper, anomaly types E1, E2 and E3

A Evaluation labelled datasetl month of normal operation traffic, and 16
different anomaly instances of E1, E2 and E3 types, with different
intensity (number of involved devices varies from 0.5% to 20%)

A36featuresRSAONAOAY I MnQ UGUAYS af2da

A These include FQDNSs, DNS error flags, APN, operative system and
manufacturer (empirical distributions, sampled at multiple percentiles)



Benchmark for Network Security
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Benchmark for Network Security

TPR (%)
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80 1
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-.I-:;}/ SVM === |Oogreg
4 === Decision Tree == MVuniforme
== kNN e MVaccuracy
Y L Neural Net —_ GML
/. ;/' Naive Bayes CART
5 Random Forest
o) 10 15 20
FPR (%)
(a) DDoS.

A Super Learners (SLS)
outperform both base

learners as well as th&F
model

A The CART SL performs the
worstA regressionbased

models are more accurate for
SL

A GML slightly outperforms

other SLs



Benchmark for Network Security

DDoS  HTTP S-TCP  S-UDP  Flooding
CART 0.745 0.856 0.909 0.923 0.928
Naive Bayes 0.730 0.655 0.897 0.933 0.917
MLP 0.907 0.993 0.979 0.983 0.989
SVM 0.883 0.992 0.941 0.995 0.968
kNN 0.720 0.936 0.936 0.924 0.944
Random Forest 0.827 0.905 0.941 0.913 0.930
Bagging Tree 0.823 0.908 0911 0.915 0.921
AdaBoost Tree 0.892 0.991 0.923 0.920 0.927
logreg 0.926 0.956 0.952 0.980 0.987
MVaccuracy 0.924 0.992 0.971 0.993 0.993
MVuniform 0.923 0.991 0.970 0.992 0.991
CART 0.867 0.992 0.933 0.985 0.954
GML 0.935 0.998 0.983 0.997 0.993

A We take theArea Under the ROC Cur¢UC) avenchmarking metric
A SLs performance increase is higher when base learners perform worse
A Even if slightly, th&ML model systematically outperforms other models



Benchmark for Anomaly Detection

El E2 E3
CART 0993 0.873  0.975 A Similar observations are
Naive Bayes 0.956  0.861 0.959 drawn from the AD
MLP 0.997  0.944  0.996 benchmark
SVM 0.996 0.944 0.995
kNN 0.995 0.859 0.963 , :

A Anomalies E1 and E3 are

Random Forest  (.999 0.876  0.993 easier to detectandbase
Bagging Tree 0.9%9%  0.885  0.983 learnersprovide alreadyery
AdaBoost Tree  0.998  0.945  0.995 accurateresults
logreg 0.999 0952 0.996
M Vaccuracy 0.999 0948  0.996 A E2 anomalies are stealthier
MVuniform 0999 0945 0.996 (long duration, small
CART 0.997 0.924  0.994 volume), andsML provides a
GML 099 0963  0.997 clear performance increase




Full Benchmark in multiple NMA Problems

AD

NS

QoE-P

QoE-M

PPC

ALL

CART

Naive Bayes
MLP

SVM

kNN

0.948 (3.9% )
0.925 (6.2% )
0.979 (0.7 % )
0.978 (0.8% )
0.939 (4.8% )

0.872 (11.1%)
0.826 (15.8%)
0.970 (1.1%)
0.955 (2.6%)
0.892 (9.1%)

0.956 (3.7%)
0.752 (24.2%)
0.887 (10.7 %)
0.786 (20.8% )
0.788 (20.6%)

0.952 (4.4%)
0.754 (24.3%)
0.882 (11.5%)
0.790 (20.7 % )
0.793 (20.4% )

0.966 (1.9%)
0.924 (6.3%)
0.964 (2.1%)
0.886 (10.1%)
0.920 (6.7 %)

0.935 (5.4%)
0.819 (17.1%)
0.929 (6.0% )
0.869 (12.1%)
0.854 (13.6%)

Random Forest
Bagging Tree
AdaBoost Tree

0.956 (3.1%)
0.954 (3.2%)
0.979 (0.7%)

0.903 (7.9%)
0.895 (8.7%)
0.930 (5.2%)

0.983 (1%)
0.976 (1.7%)
0.982 (1.1%)

0.978 (1.8%)
0.975 (2.1%)
0.984 (1.2%)

0.969 (1.6%)
0.973 (1.3%)
0.875 (11.2%)

0.957 (3.2%)
0.953 (3.6% )
0.954 (3.5%)

logreg
MVaccuracy
MVuniform
CART

0.982 (0.4% )
0.981 (0.5% )
0.980 (0.6% )
0.971 (1.5%)

0.960 (2.1%)
0.974 (0.7 %)
0.973 (0.8%)
0.946 (3.6%)

0.981 (1.1%)
0.984 (0.9%)
0.980 (1.3%)
0.956 (3.6%)

0.978 (1.9%)
0.991 (0.6% )
0.984 (1.2%)
0.960 (3.6% )

0.941 (4.5%
0.972 (1.3%
0.980 (0.5%

)
)
)
0.968 (1.8%)

0.970 (1.9%)
0.981 (0.8% )
0.979 (1.0% )
0.959 (3.0% )

GML

0.986

0.981

0.993

0.996

0.985

0.989

A GMLdoes not onlyoutperforms the most accurate first level learnexs

A X 0 ddBo outperforms other ensembléearning modelsased on bagging,
boosting and stacking

A TheGML model performs the best for all scenaricsuggesting a potentially
good approach to go for by default in similar NMA problems
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Organization of the Talk
Dealing with Some of these Challenges

A Deep Learning for Malware Detectigmivoid Feature Engineering

A Generative Models for Anomaly Detectiqii\void Traffic Modeling

A Explainable Artificial Intelligence (XAlnterpret Model Decisions

A Super Learning for Network Securityvoid Model Decision

A Adaptive/Stream Learning foNetSecg Deal with Concept Drifts



Adaptive or Streambased Learningofedits to AlberBifet)

A Let us go a bit deeper into the problemaxfncept drift in supervised
learning

A And overview the main principlésw to deal with concept drift

[ concept drift | Lonsensor

A Concept Drift (norstationarity): the statistical propertiesdefining the
relationships betweemput data and output targetchange over time

A This causes problems because firedictions become less accurate as
time passes



Concept Drift: a Trap for (offine) Supervised Learning

training: learn a

- mapping function
data. XR) : ) )%ew Ytraining =M (Xtraining)
‘ application: use learnt
.. function/model on
training U4 newly, unseen data
YneW: M (Xnew)
~—
><training I ’ {model M
ébut what h:
Y iffwhen X ., is derived
training from a different

distribution RZ ?



(off-line) Supervised Learning under Concept Drifts

A Detection ofnetwork attacksin MAWIc WIDE network

A 10-fold crossvalidation,high detection performance with low FPR
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TPR (%)

TPR (%)

0 1 2 3 4 5 6 7 8 9 10

— netscan—ACK ||
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(a) CART model.
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(b) MLP model.
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(e) SVM model.
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Figure 1: Detection performance (ROC curves) achieved by the different models for detection of network attacks.



(off-line) Supervised Learning under Concept Drifts

AXI OOdzNI 08 NBYIl Ay & Kikidig ofFfissthg day& B

A X 0 dmiddels accuracy start to rapidly degrade over time
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=== netscan-UDP
107 |—netscan-AcK 9
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(a) CART model. (b) Detection of DDoS attacks.

Figure 2: Performance drift for the off-line trained models
along time. Training is done on the first 3 days of data.
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Learning in an Online SettingStream/Adaptive Learning

A In anonline setting data arrives continuously, assiream of samples

A Adaptive learningconsists ofearning from continuous datan efficient
way, using dimited amount of memory

A Adaptive learning approaches work itiraited amount of time

O OO
ﬂ ﬂ ﬂ ﬂ ............ ﬂ
== =

time
>

= e
ﬂ.
—

-

1
As time evolveshe learning model is updated/re |
I
1

trained if needed prediction



Adaptation Strategies ﬁ ﬁ k KH

ATwo main approaches for adaptation:
A re-train the modelby carefully selecting theestdata

A adjustthe previously learnmodel incrementally
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an
Desired Properties of a System to Handle Concept Drif - ,’

>

A Adaptfastto concept drift

A Robustto noise, butadaptive to changes

A Capable taleal with reoccurring contextgavoid catastrophic
forgetting)

A Use limited resources in terms of time and memory



What types of Concept Drift can we get?

A Thechangeto the datacould take any form

A It isconceptually easieto consider the case where there is someenporal
consistencyto the change

A Incremental drift:one could assume that data collected within a specific time
period show the same relationship and that thisanges smoothly over time

time

mean

555808
” 4 u o0 OO00DO0O0

A But of course, other types of changes may incli ™| (/[ [ u

mean

time

A Agradual driftover time 4 SEBEE

A Arecurringor cyclicabrift 0000 000 Ej“;"e

A A sudden orbrupt drift ; SISISIS]SISIS
oo0000 -
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Adaptation Strategies to Concept Drift

A A taxonomy of approache#\ (Bifet, J. Gampg

., strategy

memory .,

4 reactive\

forgetting
single

L modelj

4 )
ensemble

maintain
memory

g J

4 ~ )
change detection
and follow up

_triggering

- adapt at )
every step
. evolving )




